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Coalition Agents Experiment (CoAX)

DARPA CoABS, AFRL, DERA, AIAI, Boeing, Dartmouth,

LM-ATL, MIT, OBJS, UMICH, USC/ISI, UWF/IHMC

With support from: BBN, GITI, ISX, MITRE, Schafer and Stanford
http://www.aiai.ed.ac.uk/project/coax/
The aim of CoAX is to address the unique aspects of achieving coherent Coalition operations from diverse 'come-as-you-are' elements. This will be done by developing and evaluating agent-based computing, software agent domain and task management services through:

· Technical demonstrations of increasing complexity involving the integration of legacy, heterogeneous and dispersed information systems in an agent-enabled environment.

· The provision of Coalition-oriented generic grid services.

· The use of existing military applications.

· The use of a varied set of both domain-aware and 'non-aware' agents.

· The provision of technical reports and research papers.

Demonstration Storyboard

Two countries: Gao (in the north) and Agadez (in the south) are in conflict over an area of land which was annexed by Gao and set up as a new state called Binni. Gao has called on the UN to protect Binni and a Coalition Force has been deployed to stabilise the region. A 'Firestorm' mission to separate the Gao and Agadez forces is being planned.

We begin with basic Coalition scenario information loaded into the Master Battle Planner (MBP) from Intel agents and the Air Operations Data Base (AODB). The Coalition progress is monitored using a Process Panel (PP). As planning begins, airlift missions from the Consolidated Air Mobility Planning System (CAMPS) arrive and are integrated. In planning the firestorm, Ariadne supplies publicly available weather data, which the operator checks for impact on the firestorm area. A denial-of-service attack in the Observer domain is thwarted by using the KAoS Policy Admin Tool (KPAT) to alter the computing resources available to the malicious agent.
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· At the start of the demonstration: Gather Coalition-wide Information.

- MBP, in the JFAC HQ, begins with a nearly empty scenario showing Binni, Coalition information is acquired.


- the JFAC HQ is awaiting further orders from the JTF HQ.

· CoAX Demo Part 1 : Send, and Confirm Receipt, of Initial Orders.

- JTF HQ sends UNWAFB Mission Document and MBP acknowledges.


- JTF HQ sends Joint Commander's Mission Directive and MBP acknowledges.

· CoAX Demo Part 2 : Update Coalition Information (Weather, Airlift Missions and Intelligence Updates).

- JFAC HQ begins to assemble information and intelligence.


- MBP agent at JFAC HQ communicates with non-domain-aware LM-ATL agent to get AODB information.


- MBP agent communicates with Ariadne agent to get publicly-available weather information.


- MBP communicates with CAMPS agent to get logistics information for air missions.

- MBP uses local and remote KAoS matchmakers to find domain aware intel agents which are queried and some may provide occasional updates. In cases where duplicate  information is received from JFAC HQ's Intel and Gao's Intel, Gao's information is preferred as it is believed to be more up-to-date.

· CoAX Demo Part 3 : Gao Deception Discovered and Dealt with.

- JFAC HQ begins air planning and planner outlines proposed reconnaissance and firestorm areas.


- Analyst at JFAC HQ discovers Gao's Intel agent is deliberately providing misinformation.

- JFAC HQ domain administrator uses KAoS Policy Administration Tool (KPAT) to block any further communication with the Gao agents.

- MBP henceforth only relies on less-frequently-updated but more reliable information from the local Intel agent.

· CoAX Demo Part 4 : Planning Assumptions Reviewed and Denial of Service Attack Thwarted.

- Replanning occurs in the light of the newly corrected intelligence information.


- The reconnaissance and firestorm areas are reviewed - denial-of-service attack by Gao is thwarted.

· CoAX Demo Part 5 : Summary of Demonstration.
NB: The Planning process would continue - through further iterations between JTF HQ and the JFAC HQ until a draft Air Estimate and Air Operations Directive is provided to the JTF HQ.

- Demonstration has shown legacy systems from different nations working in a robust, self-reconfiguring and controllable agent-enabled environment with the agents working collaboratively with the human operators.
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9-Month Demo Structure
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Some tentatively proposed new features (not all of these will necessarily be ready in September):

New “observer” domain containing “surrogate” Dartmouth Gao Observer (DGO) and Dartmouth Agadez Observer (DAO) agents. Gao requests to put one of their agents (Gao Agadez Observer, GAO) on the sensor that is hosting DAO, so that they can observe Agadez movements independently. Because there is some mistrust of Gao, permission is granted, but GAO is required  to join a special subdomain (Gao Observer, G.O.) of the Observer domain, which is “safer”  than the standard observer domain because it uses the IHMC Aroma VM (part of NOMADS). After the Gao Intel domain is cut off (as in the 6-month scenario), Gaointends to venge itself by launching a denial of service attack (e.g., writing continuously to hard disk or network) by its GAO agent within the G.O. domain. Using the combination of KAoS domain management and NOMADS facilities, the denial-of-service attack is stopped by imposing resource rate limits on the agent and DAO’s ability to continue observing is unimpaired. In this case, we could consider using an event-driven policy change (triggered by an agent automatically noticing the pattern of attack)  rather than relying on the user to make the changes using the domain management tool.

Communication and access management: hiding inaccessible matchmaker services

Event-driven policy changes

Policy consistency-management for agents in hierarchically-structured domains

Registration management: selective registration and assignment to subdomain

Use of grid authentication services?

JAAS (policy management by individual agent identity rather than code base)

Domain-enabled CAMPS agent (DERA)

Resource management: fine-grained control to block denial-of-service by rogue agent (IHMC), auction-based allocation of resources? (Stanford--this may be a stretch)

Use of come-as-you-are (open source) agent (Ariadne)

Persistent policies at domain, VM, and agent levels
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